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B8tSStl81lfi**t5) * * IfgP2 9fr6^y^-^7 h2*MT77^7y 

h i ic m € * * a o 

7, -r -y 7*S 1 1 0lt^V^t7-l'tyXtf-/U©C P U 2 1 It . Xf'yT'S 1 0 9 <D & *I 
Ts V^$^^Lfc^^'-^rV7. ( ^ ffl , U-7 I D * * tr ) * . 7 x -y 7 S 1 02OS! 
iT'ltJiiin/'ca-f I D t^X7 - Kt^lSUT, !EffgB2 8{cf51I£-e£o £ 6 lc 

, xt ?7s i i i itfe^T, cpu2 Hi, m&mm*n'n? z> ° mw&iicit. cpu 

2 l ti, a«a52 9jfr&K&1i--^5tes f oa-f l Di/U7 - Kt^fStSa-if 
lc«t5S^)8!I^I*t5. H! & i* - 5 . COS^OSSfcS.^VU, * © =l - if 

& fr fc> * o ft «fc -5 & *§ 3" lc It , W « , * © a - -9* , ^W-feV'T.Ott-^fcSJfcLfc 
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u -» 7- y 7 j» i 3 1 1 3 5 0fflitt, H 7( n7T„w<: c , -n. = ^ - 

tr. HI Xr.,f J, o-L I«t57^ir>X(D7^-b>XI D * K t) & 

fc iiJi; - J* ^ 1 3 5lu*v^T, CPUHtt, a-1fIDk^7-FkJ:J 



(15) 



JP W02002/080446 A1 2002.10.10 



mmmmtztiT^zfzib. mz.&. ^-Kooiot*-ooi 1 © ± <a © * - « , k 

00 1 t?n, 0 0 0 t+-K 0 0 1 ©±fiO*-B< KOOfcStlt^S, «T 

mmic. *-KO0t*-K0 K0t?n> *-K0J:+-KlOJ: 

;UOSy-Fl:*fJSt?*-T*fi?n2. 00 S4\ «3©/-F CJ-7I D) fc 
MfSt57^-byXtti^f , a>^>^^fijffl-r?.*-^. * - K 0 0 1 1 . K0 0 1 
, K0 0, KO, KR%ttf;UOS*-T'fI?n5c 

"T'li, 8 + Z4 + 3 290/-K« t y , J-*ai2tl, h y - Kft«6Ttt© 8 Si T 

0 ^ y - F ic * f 3 'J ^M)S ? ti 5 „ LLtfelHArJUi:H, 00 *. If * 'J 7. -r -r y 

V £ ^ tc % t- 3 v * m**-? 2, 0 f IT, CO*f Jyy-Ko^oiooy-Ftc, 

^^ftyX^fitSv'Xf AHT^v'Xri (TS/7.x2*fc*fcT3) ft ? £' • 

{c«tt>v 7^tyx*^)S?n5 < , £ © 00 © *§ -s- . cntc«t*3> 20241 ( 3$ 1 6 * # 
) o^^-tvx^^^-r^ct^T*^?.., s & T (si © 3 zaoBitit), 2 © 

3 2^ (*94^#) © n. — If ($5vn^7-f7yH) ^IStSct^ff ic ST 
4^-^, DNK (Dev i c e Node Key) STS© U -7 (cMl£t 

5 I I Dt^ns. 

^-r/^-rx-^^^-feVX©* — ttx 6 4 (= 8 + 2 4 + 3 2 ) SO § / - F T'Ssic J n 5 
;UOrtO 1 OlcJs{(S?n5o 05 X. »4* . 3Vf >7%agf {bL/-c3>f>7^-tt, *t ft 
•T59^-b>^^fUt)STe»nfc^7.«rSfiK-rsy-Kfc*tft-rS^-%fflV^TBg#<k^ 

n & <> ±<a©pgs© + -&4. ^©lftififlDTttoPiJi©* — ^ffi^TBg^ftstu ekb c 

01 5 AfiitfH 1 5B*#,ILTtat5) rttBHStlSo DNKti, EKBfltli 

S2«£ n-f > •9--ifX7 ? -^(ci5^^n, a-fiD^7^7y f i tc^^^ns. ^ ^ 

7 > h 1 »4 ^ if — tfX-r — ^tS)i?tltV^5 DN K^fflV^Tx 3>f y^r- ^tfcfe 
t:E^?n5EKB (01 5AfeitfBl 5B) rtfcK»«nTV"*51tifi©±ffi©Pi*© 

* - % & # L , «f LT»ft*-*)B^T, EKBl*3te8ES£*iTV«2:&fc:*©±©Pi 

* © * - * ^ * S . « ± © J&3 * MR 5fc ft 5 c i: T* * ^7^7yHti. ^O'^tlt 

3 "T ^ T © ^ — W ^. Cl t^ff 5o 

mi 4icmm s yv-m&vx j r3V(Dftm(Dmte&}%imz7F-?° 01 4 1 & v^ t . p§ ji v 

y— «3fiOJi±iatctt N *-h*-KR 2 3 0 1 *»)E«n, aTO + IHSfctty— 

- 2 3 0 2 «i»S?ft, STS(c«x 'J-7 + -Z 3 0 3tfS]tStlS. #f/WXiili 

*©y — 7*— fc, y-7*-^e»;l'-h^-{cS?.-5!©y-K4 i -. ^ — h * — * « 

its. 

BlSiiP&SMIlg (01 3 © 00 T 14 s M = 8 ) Offim<D S — F^*f J')y-F2 3 0 

4 tb-rs^sn&o t4fc?SMaioy-Ho#*iii l iis*f jyof^w^Rsy 

-FfcStiS. JBMSOlooy-H*Bjai:LTM + lSttTOZ-K, y-7«. * 
0*f i'JttinSf ;WXtit3y - Ffei:lfV-7i«tl5o 
00 * {f 0 1 4 <o'm MSIOlOC5y-K 2305fc(iAfJU [ ;* * l> X x -y * ( IS @ 
) ] K £ n > C©y-KJWTfca«:5y-F, 'J-7ti^€y^f 'MntfflL/i: 
i^*f/WX%tCJ*T3*>J9ffl©y-FJfc(iU-7i:tT^^«n5 0 -f&fc-£> 

y — K 2 3 0 5ttT*\ ^'JXf-f y ^(0*f i'J tSi^ft^f /W7<DiI/ - F 
% *4tf 'J-7<D**ktTS*2n«. 

£ £fc, M©^£f&8#T{i©l&*^:/#xrfy/--F2 3 0 6 t ITiSt 5 c 

t 3 o 01 4©0OT*{4, !bf J'J [^U^T^^] /-K 2 3 0 5 0 2 ST0y-K 
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J*V f iff "^l^- SOW* 3 OBf#rs«K 0 0 1 1 kooi Knn v 

^ t - o «K a a a Of ft (Generat i on) t ©If^-fUc^ 

ti ; g , ,! " * * ' 1 " 8 Key Block) * * tl « 7 D y * 7- * 

al Block)tf|f ft5:tU5 S^ryDy^ Key Renew 
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01 5 Atc^ttafb + -/0 7^ (EKB) It. y-K + -OM©TCD^S*7-^-rxtO 
^^H0TRjHg*7 ? -^mfiK^}to^a-y^T r -^i:bTli^$nSo Hi 5 A © W tt , 0 
1 2fca**-yU-«ja + ©x>W*0. 1, 2 *5 V> T . ffifttOM^ry-K^-^SBfl; 
tlCt$IWi:LTi)S?n/c7D7^f-?T*S5. 01 2 fr £ B£ £ fr & cfc 5 , f» 
;WX0, f;UXl l±, li/-K*-tLTK (t) 00, K (t) 0, K (t) R 
& 0* << * 2 ii > Ilry-H + -i:LTK (t) 00 1, K (t) 00-, K 

( t ) <K K ( t ) R fr*£^T*35 5o 
Bl' 5 AOEK BtS«h5±5lc, EKBfcttttROBg^ffc^-tf^Sft*. 01 5A 
©aTSOW^ft* — tt» Enc (K00 10, K (t) 0 0 1 ) T* & 5 „ <mttf/W 
7 2O»O'J-7*-K0 0 1 0£A9TlStft«nfcI«/-K*-K (t) 0 0 1 T* 
"fc D» f/W7 2tt, g£©fcoy-74r--K0 0 10f«:«fcoT2:©l*#fl:*--*«^b 
% ^^y—^r^-K (t) 0 0 l %»5cfctflf*5. & It * W. ^ tc <fc K> » fc JE fr ./ — K 
— K (t) 0 0 1 4fflV^t, Bl 5 AOTfr62SIOW^ft*- Enc (K (t) 0 

0 1. K (t) 00) tfa^BMBfcfctK H$t/-K*-K (t) OOtftJCfctflft 

KTi*, Bl 5AOl*62aiO«?1t + -Enc ( K (t) 00, K (t) 0) * 
IftSaif, HSfy-F^-K (t) 0 # » 6 *U cnSfflV^T, 01 5AOlfr6 
l|5g©Bi^{t:*-Enc (K (t) 0, K (t) R) ^IftSiltf, W fr ^ - h * 
-K(t)R*«»6nS. 

_ ^ y-K^-KoootiiitiJtittsnTfe^f^ / - k 0 . 1 fr , H 8r / - 

Ft-tl/Ti58S;<!)8« K (t) 00. K ( t ) 0. K (t) RT$5. / — K 0 , 1 
tt . f/WXy-K^-t^Jtl*/ - K + -K 0 0 OtfflV^Ts 01 5AOlA^3g 
BOBg^lt^-Enc (KOOO, K (t) 00) ?:Sf t 5 C T'ISr/ - F^- K ( 
t) 0 0^5? » L » W T Hi # , HI 5A<0±fr62«lO**fc*- Enc (K (t) 0 
0, K (t) 0) SttftJCcT, 3E*y-F*-K (t) 0 % » , 01 5 A © ± fr 5 
lgSOEgflt^-Enc (K (t) 0, K (t) R) %a§t5Ccf> H «f ^ - h 4r 
-K (t) R*S5. C © £ •? lc L T . f/W^0, 1, 2teM8TLfc:*-K (t) R £ 
15 C t ^ T* # 5 o 

& * > 01 5 AO-Of'^Xtt, 0(D£W©B£^ft*-*£#-r3fcifr<D£^*-fcl< 

01 2fcity l J-«fiO±ffiSO/-H*-K (t) 0, K (t) R©M#rfr*ET?& 
r, > K0 0©*OH«f«iSfr<&ST*S«-&fz:t4. 0 1 5 B©taft*-7o 
y 9 (EKB) * 5 C fc T* „ Mff^-K^-K (t) 0 0*-r>W:*0. 1, 2 &c BB 

0 1 5BtSf EKBS, fl*tf#je©y>l/-:/fc:*5^T#Wr*tffc*3>'7 l >y*- 

%E*-rs«'&t3pJfflRiiiB'paB*o MtemtLT, 01 2ic^^fit7'ii'-^rt©f^ 
i-xo, 1. 2, 3 fr&se«in**fliV'T*j 0 , mrcKxmo^ V-r >y*-K (t) 

c o n fr T' £ 3 £ "T 5 <> £©£#. x/WXO, 1, 2. 3©«iO/-F* - K0 

0 £ H fr L fc K (t) 0 0>g:ffiV^Tirfc*«a©HST3>x^^^-K ( O con^rBf 
f <tLftf-^E n c (K (t) 00, K (t) c o n ) fr . 01 5 B (CjpSnS E K B 
ttticEfli^n^o cOE$lcJ:{)> f;WX4 4t\ *©fl&©iOl/ — :/©«Sfrfc^ 
-T £ c t fr T # * v-' x — * i: bTOI3^5frRltli:^:§o 

-f£fc-*3. T^WXO. 1, 2liE K B^ffliLT^fc^-K (t) OOfcfflVTBS^:* 
%S§tntf, t ^jST?03>f>'y*-K (t) c o n u c^RlillC^^o 

01 6 fc, tPjja?03Vfy7*-K (t) con4ff«*l«HT, K (t) 00 
* m^r ffifrteRiS 0 ) ^ T y V * — K (t) c o n^agf<btfcf-?E n c (K (t 
) 00, K (t) con) t , 11 5 B IC^t E K B IBg«#5; ^ U T f i t /: f ^ 
-<X0 ©J&l^Sto "T & *? % c © tfflte > EKBtciSBgfft^-y-b-^f-^^n^f 
y y ^ - K (t) c o n tLfcMT'SI. 

0 1 6 iCTjk-? cfe 5 , * 0 tt, E»l#tfiiStlTV^ttKtl«iiOEKBi:, 
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ttKRkft*. t^t, M^lf|lg OT -^ En c (K (t) 0 K (t) n a 
U U , K ( t ) 0 ) T 5 & h »y n — hr,/.+ ^^r. ^ ^ -r- _ „ x v 



«)5t57-$ E n c (K x x x. K y y y ) » % V y - m » <r> J» r I- l* m i -r 

O-Enc (K (t) 0, K (t) R) 

0 0 : E n c (K (t) 00, K (t) 0) 

000:Enc^(K ((t) 000, K (t) 00) 

•J***""****. EKB««tft Wxtt , i^ftilCJcTEaft* 
«2;*. Dy * -M^U^M^-^p^ (E K B) 7fe5 c t 
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v ayfy^^-KclU^ IfltJtlTfeD (Enc (Kc, Content)). 
3^f c(i« A/— h + — K R (EKB* 1 6»e 1 n5+-T*fe^T> 0 5 lc *5 U" 

St-KmctSeti) T«9ft?tl(Enc ( K R , Kc)). E K B i: t *> K 

KRfftSnT^S (Enc ( D N K , KR) ) , ffi^T, ^^T^H li 

"T't^o 2 5> tc , ^-b*-KR^ffl^T, Enc (KR, Kc) *^a>fy7*-K 
c^iftSti^ft, 3^f ^7*-Kc%ffl^T, Enc (Kc, Content 
-) fr5 3>fyy*a§t5C 

*9^T>hlfcDNK*fflB<J»ctM!?£TSi:fcfcJ:tK 0 1 2, 'MtftB 

^7 (revoke) Rl flE t £ £ „ 
# Rf SI lc 5 o 

S HB fc: * 1^ T fc* . 0 1 3*#RSLTiBli8Ufc<J:3&c, *tiU 7- Klc^-bV^^f 

:J U "3 £> *i 3 <D T- , aSODN K^H-Of^WXlcJfft^SCttfTtS. * 

<D 51 , S§5Af JVCnyry^^: 1 oOf;U^t*f it i: rI f?g i: & 3 » 
0 2 Hi> dOM^^r^LTV^o "T & fc> ^ , lfcli, n>x>^Efl^7.-r 

Lfcl^V^, DNK ltffl!)lT5nTV>S, 3yf>7 1 %?Jffl t 5 7 -tr 
■9- — If * 7* — * K » £ *i * . PI 431 f£ % ilOf'W^D 1 ICtt. 0V if , DNK 2tfl9 
^re>nfc, ^ t 'J 7r ^ y ^ t C D A> 6 U y if > 7" L 3 y f ^ 7 2 t 5 c 

T- # £ o 7/WXDHi, 3y7^Vlt3^fV , y2tV>7> g & 3 >- X 7" 

2* (3yryyKi'>^fAk7A^XfIf^f A) t J: 5 E<82 nft a > f ^7 4H 

N K §iiJit5% H L/t, x/WXtcificDDNKfctf^ttJS^^S.fc-pfcLfcii^-. d 
<D <fc 7 & C £ 14 T* £ & V*> „ 

$ It , B 1 3fcfe*J5, #1 *. t4\ T«03 2iiO* = ft)g01"31oK, B2 21c^2 
tx59t'-fe>X7J7"rfV l t7^-b>XAf3"V 2^rfJt3^T5c:fcfc«};!p, IrI - <D # 7- 
:i U ft % . D-yAfJ'J^fiJffllt, zi yfyy <DiS * > fr> U — ;I/ , IStc/Sv BB "9" 

£&%o 

m 2 2 © m te V> T 14 > 0>J If > 5 -f -t y x * r- =r 'J 1 s ^txo^ty^iciu ^ 
'f ty^*rn u 2 a> oy 70^+>;ncit«. ^-Y-fevxa-rrryifcw:. 

^ 7. I DAM Tfe53>f 1 fcnv-rVyZfcttlSS-li:. f txf tia-f 1 JIS^- 

y x > y 4 , feitfayf^^s^tsn, fftfna-lf i U-f 3l;:jiftfnT^ 

C © J: 7 (t . * « W * v> T tt , *r Jy«t3S4L/fc*-f I^nlffitftS. 

Sfc, D N K%, ««^*7*-f7fc ; ?«>Si«>i&tr©T«:&:<* 9^-b>Xir-^4{C«fcO 
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,1 J - *5-f7>f 1©CPU2 lttH« ! , t «ilT^t 
m& m^~r a? ^ „ caces; ^EfSn^o & ~ 1ft<± . ^ <n *K 

«*»v^t «« (s , g „ , , u r e) %<tfSL _ 3 * r.*?** 
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& fc > Xr-^S 1 7 4£«V>T, C P U 2 1 it » 3>^Wfc:5**SLTIB»rS^y^ 

3 e — « S 1« * (CCI) s r- >J # (Tr i gge r) {C«fct>1t/£2ft3 = 

# , 1 7 5lci*, CPU2 1li> '^S 1 7 4©MlT'f)SLf;A7 

Xf»;si7 6T, CPU21S, Bg#<t«^0P24%SiJPL. 3 y x V '7 * - T< 3 > 

-ryy^Bt-^-ffc^-frSo 3 > -r y v * — & n asi^ffi^ttis^tis. 

# {C , Xf y^S 1 7 7fcti^T, C P U 2 1 > 77'T;V7*-Vy HcStJt, "T — 
it iS. KSattttfS-X-fXfT&S*^. Xf 1 7 6t*5V>t, CPU21ttv 

-3 i/T- y y * 3 - -r y * SP 2 5 tc fiW * fc?> ATRAC35StJ:t)3yf 

5 o 

^ s o H^ftiftTv^avf (E (At 3) ) fr6am?ftr:7*-^-v-^ ( 
WM) > ayf^^OW ( *\ v fc IB ^ £ n T £ „ 

0261^ 3 yf >y *E»«ft fcfB^-T 3 *§-&© 7 r-Ol/7*— h © £ t) i¥*ffl& fl| 
fiic^SLTV^o C © 0IJ tc & V> T > 3 Z/ 7- > V I D (CID) . 7-ft>XI D (LI 
D ) . URLx ^octty^^-^-v-^ (WM) ^ttJ^-y^^iei^tltV^fl^ EK 
B, ayry7 + -K c%/V-h*-K RT'BgfftLftf-^ (Enc (KR, Kc) ) 
s IE m 9 (Ce r t) , 'N'^tl^f 4I?nftfy*^;H« ( S i g (Heade r 
)) N 3>f y^^^yf >y*-K ct'Sgfftiycf-^ (Enc (Kc, Conte 
n t) ) „ ^^^-Z (Me t a Da t a) *s J: v — * (Ma r k ) ^I2i?tlt^ 

a>x;yy©F^&Cii#&3:*lT^3 i k©-C&3;tf. 02 5 t0 2 

6{C^^nS.t^{C. 3 > r- > y © SP £ S'J t , ^•y^^tcBBB-rs.t^fc-rsiiiiT- 
ifliS lc ¥U 3£ -r 5 C t^T'^S. 

ft * * * 7* — * tt , #Jxi;f, 5> * v h , ^ X . Sii©r-^%It. v-^tcov^ 
T«x032^r#^LT^^-r?>o 

02 7 1^ BBf fcLTO&HifiitoeJ**UTV^5. ^ Hfl 81 SE ^ S « > ifs & M 
^Bf^TaiUcfcttSIglEJi ( C A : C e r t i f i cate Author i ty) #56 
ft -T £ II « T* £> 0 . 3 - if , B BE « fc II t±l L fc i 3 © I D*^Hi4Hfc, tt t£ ® 

C © % SB fc T « . 5 <f -tr > X -9- - 4 (Jftlia Vf ^^-A3) IE W W £ IB 
SSIs fi£oT&M«t»«?T"rS©^ 3-ifte. 3 -if I D, ;U7-Fi%7-(tyX 
f-^4i:l«LliMi*ffU tic J;^t^ c©^M«BEre»*»Scfc«<-e#S. 
H2 7fcfe»tS^M«BEW»»4. lit ©A--y 3 y#f > 9-t*-fe>*if-/<4#SEfE» 
© ftj ffl « ( 3 - if ) fc**LT*l!>Ott;5tElfl«©iBL#^, x 5> * ^ § £ fc ffl ^ fc T Jl> 3* 
ijXA, fcitf^7^-^, ISM (7^ty^t-A4) ©£M. K3B»©W3b»!l8* 
BE 93 * 5pJ ffl € © I D (7-K I DSfttty-71 D ) , M l>* IE 9 fJ ffl # © ^ M M > 
^y^ — ^tL-T-g-^nTV^So ??>lc, d©^-y-b — ^^c^±^ SSH^fcbT©^^*^ 

t <t 5#«?nfcf^^;H«)!)M'iflra?nT^5. c © 7* ->* * ;v a « > * v 
-^4 offiffi«?:ffiv % ri*snftf-*-e*5. 

/-HI D$7cli'J-7 1 D!i, W A fcf . 12 1 2 © #J © « ^ . f^WXOT'^nif TOO 

ooj t^nx f/W7it-ntf rooo u t?n. f^wxi 5i-i,nif ri 1 1 1 
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slcur. n *' h2 *? ^«««(inut, n a oast*.,, sdmi < 

■:ssii5:*;s:;;:s5:;^n^::;- ------ 

2S^ S 1 9 3fcteV ^ C P U 2 1 KWlffiSB«nT^4^frgfp* 

0 *5J r tell!****. COEKBtt, 03 

00*8»t5EKBtft,T^5 K1.K10. Kl 

* ft. /-HI 1 WTO y- 7«. I*iJiTl-4vv-Kt-K i isiuT r „ 

set. ^-, Jtl n>4v-j-7*-K , »ootm?«« nooojsi. 
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ISO'J-7 + -Kl OOOT'Enc (KlOOO, K (t) I 00) ^IfLT^ /- 

K * - K (t) 1 o o *mn-r z c ttf T*#, cn^ffi^T?5(C^ ±ttoy-F*-t 
jest^-^-k (t) R^nitsatfffs. 

- K * - K (t) 1 OO^Ts E K B®i{ci!P®iT't*^(!)t^ & M > JE fr ^ — h * — 

k (t) Rtmfttickff-etav^, 

cioE k b & & & 3 1* . ± ttt o ^ - h* — ^e+'-Efliyy— ^fcHtis^s^ftW*"*" 

61 * tf , H30oy — 7. riooij ©id cj-7 i d) r* & 3 riooij it. r 1 
-j roj r 0 j ru ©4K»M:LTiBii, ilie»h*6i* 4 TttK^efi 

ID T100 1J ©R±{fceyhjbMT s £3:fr€>, H 3 0 h*-K R *>6* Mtl 

Oo E K BOlfflO^^ ( # ^§ 0 © £ ^ ) l±> 0 : {0. 0} T* & t) s jS&fc:^— 

fc if <o m < d £ & T* £ 3 o 

^ (c > y - v * - K l <DTVL<D S - V IcMtSo ID I" 1 0 0 1 J © 2 # @ <D t£ y h tt.O "C 
a&Sfr&feWteiitr.. © * S1C7-H + -K 0OTtOr-^tl?:i 

"T & © 25 t> , /-K + -K 1 OTttOf-*Oti*^t*y», #f 2iD^t*fe? 
„ dO^yii, 0 3 l 2 : < 0 , 0} T' & t) , x - £ 3 

fe©tjn5 0 ^-3t, Sifllfl »C it * > /-F + -K1 0fcfcH»)*l<Ct^T#*. 
2 £ , ID r l 0 0 1 J 0 3#SOlf7 KiOffe^ £ fid fc it *J . COt?> Kl 0 
OTffiOf-^ Oti^St^^ (|§30^) & . 3 : (0, 0} T* & t> > iStr 
-?%ttStOtWSStl5. fCT', 2r fljte it * s ;-Kt-KI00Eft2DI< 
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if a> — •? ic m f 5 CD fc ft v-> T V> £ o 
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